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Abstract—This paper presents a transformer and sequence-to-
sequence mapping approach, augmented using relevant named
entities, towards generating questions for text understanding in
the domain of policies (such as privacy agreements). To date,
most work in question generation has used general-purpose
benchmarks such as the SQuAD corpus; however, the application
of question generation to document understanding has largely
omitted use cases in the privacy policy domain. A privacy policy
is a legal document that clearly divulges the policies of an
organization regarding the gathering and usage of customer data.
Reading and understanding privacy policies to gain a measure
of the rationality of terms of service before accepting them is
of critical importance to users. However, users frequently ignore
these policies or base their decisions on insufficient understanding
of the “fine print” due to the complex language and excessive
length of policies. This work focuses on building a question
generation system to assist reading comprehension of privacy
policies. This work can be used to improve the quality of question-
answering systems in this domain, which consequently can help
users understand the privacy policies before agreeing to them.
This paper uses existing deep learning models like T5, which is
a transformer model, and several sequence-to-sequence models
to generate questions. Since, existing named entity recognition
(NER) tools do not work in this domain, we also created our own
named entity labels to add auxiliary information to our models.
Adding the auxiliary information improves the results over the
baseline models giving us a promising future direction to further
add some constraints, as a means to add more background
knowledge to our models to generate better quality questions.

Index Terms—Sequence-to-sequence models; Privacy policy;
Question generation; Transformer; named entities;

I. INTRODUCTION

As the name suggests, Question Generation (QG) is the task
of formulating interrogative sentences for comprehending text
from a given context. Rus et al. (2008) [1] defined the QG task
as “the automatic generation of questions (Factual questions,
Yes/No questions, Why-questions, etc.) from inputs such as
text, raw data, and knowledge bases.” Some well-known
applications of question generation are in: intelligent tutoring
systems in educational domain [2] [3]; dialogue systems such
as chat bots to enhance human-machine interactions [4]; and
QA systems to improve their performance. [5] [6] [7]. This
work is focused on generating questions from privacy policies

documents, which are legally binding agreements between a
consumer and an organization that precisely state the data col-
lecting, data handling, and data processing practices adopted
by the organization.

In order to protect one’s privacy, it is crucial that a user
reads and understands the privacy policies of any service
before agreeing to them. However, research has shown that
users generally avoid reading these documents due to several
factors, which include: the seemingly immoderate document
length [10] [11] [12], the perceived intricacy of the document
language [13] [12], and the lack of willingness on the part
of humans to invest time in reading the documents in their
entirety [10]. The objective of this research is to use privacy
policy documents to create an automatic question generation
system, which can be then be used to build a question
answering system. A relevant use case of this work could
involve generating questions and their responses to create a
frequently asked questions section for a given application,
thereby, allowing users to understand privacy policies in a
comparatively easier manner. However, the development of
such a system in the domain comes with its challenges, for
instance, obtaining a well annotated, large size data set, where
annotation is done by domain experts (e.g., law students,
lawyers). To date, we have found only two such data sets
that can be used for building question generation or question
answering systems: Ravichander et al. (2019) [8] and Ahmad
et al. (2020) [9]. Table I gives the details of the two data sets
mentioned above.

In recent years, sequence-to-sequence models have been
widely used for automatic question generation. However,
recently question generation systems have been built using
transformer-based models. Our goal here is to automatically
generate questions in the privacy policy domain using exist-
ing models: T5 transformer model and sequence-to-sequence
models. Additionally, a study of the privacy policy documents
show that the existing named entity recognition (NER) tools
are not sufficient to label a majority of the examples in our
data set. As a result, we also define our own custom named
entities in this domain to provide auxiliary information to the



TABLE I
PRIVACY POLICY DATA SETS FOR QUESTION-ANSWERING TASK

Author Name #Policies #examples

Ravichander et al. (2019) [8] PrivacyQA 35 mobile applications 3500
Ahmad et al. (2020) [9] PolicyQA 115 websites 25017

model during training. To date, most of the work in the privacy
policy domain has centered around knowledge extraction using
question answering, topic-modeling, and rule-based systems.
To our best knowledge, this paper marks the first attempt to
build an automatic question generation model in the privacy
policy domain.

The following points summarize the contributions of this
paper:

• This research uses existing transformer-based and
sequence-to-sequence models to generate questions in the
privacy policy domain. To the best of our knowledge, this
effort to generate questions is the first of its kind in the
privacy policy domain.

• Additionally, this work also creates named entity labels
for the domain because existing NER tools are inapt due
to the nature of these documents.

• Providing named entity labels as input to sequence-to-
sequence models produces an increase in performance
over the baseline models. This is in line with the work of
Zhou et al. (2017) [14]. Doing the same for the T5 model
[15] also produced an improvement over the baseline
model.

This serves as the first step in our work to provide a deep
learning architecture for the privacy policy domain to generate
syntactically and semantically correct questions. We conducted
extensive experiments and present our results using BLEU-n
[16], METEOR [17], and ROUGE-L [18]. We are currently
improving this work with the use of constraints to provide
additional background knowledge about the context during
training.

II. RELATED WORK

We briefly survey and distinguish between rule-based and
neural-based systems used for question generation in the
following sub-section. This review also covers some of the
latest work in question generation using transformer-based
approaches.

A. Rule-based Systems

Rule-based systems use hand-crafted rules for question
generation, which require extensive linguistic knowledge and
time to build. However, these systems offer some advantages
as they are interpretable, less data intensive, and provide more
control to developers. Some prominent work in this area was
provided by: Dhole and Manning (2020) [19], Khullar et al.
(2018) [20], Chali and Hasan (2015) [21], Heilman and Smith
(2009) [2], [22], Gates (2008) [23], and Mitkov and Ha (2003)
[24].

B. Neural Question Generation

The earliest work to use a deep-learning approach to gen-
erate questions was presented by Du. et al (2017) [25], where
a sequence-to-sequence model (Sutskever et al., 2014 [26])
was used with the attention mechanism (Bahdanau et al.,
2014) [27]. A vast majority of the research that uses deep
learning for question generation uses sequence-to-sequence
models. Pan et al. (2019) [28] present a extensive survey on
the latest advances in question generation research. Providing
auxiliary information as input to the model, in addition to
the context, is a recurring theme that was observed. Some
prominent work that used auxiliary information are: Zhou et
al. (2017) [14] where the answer position, part of speech
(POS) tags (Brill, 1992 [29]) and NER based features were
used; Ma et al. (2020) [30] used NER features, POS tags,
word case, and answer positions; Harrison and Walker (2018)
[31] used word case, named entity recognition, and entity
co-reference resolution. Models that used answer or answer
positions suffered from the issue of answer words being
included in the generated questions, which lowered the quality
of the generated questions. Kim et al. (2019) [32] provided a
solution by masking the answer in the input. Another approach
in neural question generation was encoding the input passage
or context separately from the answer (Song et al. (2018) [33]).
Harrison and Walker (2018) [31] used one encoder each for
sentence level embedding and token level embedding.

This work uses sequence-to-sequence model with and with-
out attention, but instead of using linguistic features like
POS tags, word case, answer or its position as input, we
generate our own named entity labels to be used as additional
information in the input.

C. Question Generation using Transformers

Transformers [34] have been at the heart of some of the
recent research in question generation. Chan and Fan (2019)
[35] used BERT; Scialom et al. (2019) [36] used transformer
on SQuAD for answer-agnostic question generation. Trans-
formers have also been used for visual question generation by
Matsumori et al. (2021) [37]. Our work uses the transformer
called T5 (Text-To-Text Transfer Transformer) proposed by
Raffel et al. (2020) [15].

III. METHODOLOGY

This section provides a formal definition of our task, fol-
lowed by an overview of the deep learning models used in
this work, and finally, the process of creating named entities
for privacy policy documents.



A. Problem Definition

Question generation is defined as follows:
For a passage, Xp = (x1, x2, ..., xn) from a policy docu-

ment, the model generates a question, Y = (y1, y2, ..., yT ).
The aim is to find the best Ȳ :

Ȳ = argmax
x

P (Y |Xp)

where P (Y |Xp) is the conditional log-likelihood of the pre-
dicted question sequence y, given the input x. The answer or
its position in the passage is not used as input.

The reason for not using the answer sequence as input lies
within the nature of the data set, where many examples do not
contain the answer verbatim or have answers that can only be
inferred by a human on the basis of the question. The existing
sequence-to-sequence models hard code answer positions or
use answers, neither of which works well in this setting. So,
we train all our models in an answer-unaware setting. In terms
of novel contributions of this work, we generate our named
entities for the privacy policy domain and then use them
as supplementary input to the T5 and sequence-to-sequence
models. This work compares the performance of sequence-to-
sequence models to T5 transformer model, and assesses the
performance benefits provided by our domain specific NER
tags towards the results. It is part of an ongoing work, which
aims to design a constraint-based question generation approach
that uses T5 and sequence-to-sequence models and compares
the two in terms of performance.

B. Deep Learning Models

Encoder + NER Labels - A uni-directional gated recurrent
unit (GRU) [38]) forms the encoder. The encoder input is a
concatenation of the two embedding vectors: word and label,
just like the work of Zhou et al. (2017) [14], but unlike them
the answer position or other lexical features like POS tags are
not used. The output produced by an encoder serves as the
decoder input.

Decoder - A uni-directional GRU decoder is used to
generate the questions after decoding the label and context
information from the encoder.

Decoder: Attention-Based - An attention-based GRU de-
coder [27] is used to generate the questions after decoding the
label and context information from the encoder.

Transformer + NER Labels - Hugging Face library [39]
is used in this work for T5 small model [15]. This model
comprises of sixty million parameters. We use context infor-
mation augmented with NER labels as input to the T5 model
to generate questions.

C. Named Entities

All existing NER tools in the legal domain are specific to
applications: court cases [40] [41], or German-language court
cases [42]. We define 5 entity types with the aim of extracting
important information from privacy policy documents. Table
II presents these labels. We use the lookup method for named

TABLE II
ENTITY LABELS

Label Description
URL Web link for the organization
PERSON Words that are common nouns that refer to

humans using the service, like customers,
visitors, etc.

ORG Words that are the names of organizations,
and words like third party or vendors

CONTENT Words that use the word “information” and
the sources used for collecting it, for in-
stance, words like cookies, browser, apps,
and websites

LEGAL Words that refer to policies or agreements

TABLE III
DISTRIBUTION OF DATA

Item Set #Items

Training 20,013
Dev 2,502
Test 2,502

entity recognition due to lack of human annotators and training
data. This method involves creating a list of entities and
identifying all mentions of the list elements in the data set
and marking them as entities. For example, every mention of
the word “data” in the data set is marked as CONTENT. This
method offers some advantages: simple implementation, easier
maintenance, and it works in the absence of training data. A
major disadvantage of this method is that it is plagued with
false positives. Hence, we tried to make a very comprehensive
list.

IV. EXPERIMENT DESIGN

A. Data Set

This work uses the PolicyQA data set [9] which contains
25,017 reading comprehension style examples. This data set
consists of privacy policies from 115 websites and includes
714 human-annotated questions. The data set is first shuffled
and then split into three sets at the paragraph level: training,
development and test set. The distribution of the data into the
three sets is given in Table III.

B. Implementation Details

This work uses Nvidia Tesla v100 and PyTorch v1.7.1. for
training all models. The following pre-processing steps have
been performed:

• Data set is converted to lowercase.
• All questions are appended with SOS and EOS tokens.
• To maintain consistency throughout the data, all short

forms were expanded and all observed spelling dispari-
ties were addressed. For instance, the word “info” was
expanded to its full-form “ information”.

We experimented with various hidden sizes for the GRU of
both the encoder and decoder: 500, 1000, and 2000. When
using beam search for decoding, the beam width was set to 3.



TABLE IV
RESULTS (%): GREEDY SEARCH

Model BLEU-1 BLEU-2 BLEU-3 BLEU-4 METEOR ROUGE-L

Learning to Ask (2017) [25] 32.66 18.27 12.73 9.94 15.54 30.63

Seq2Seq+attn 28.09 16.00 9.86 6.30 14.96 31.84

Vanilla Seq2Seq 27.22 15.52 8.63 5.12 14.23 30.16

T5-small model [15] 31.32 17.14 11.51 8.53 18.29 31.02

TABLE V
RESULTS (%): BEAM SEARCH

Model BLEU-1 BLEU-2 BLEU-3 BLEU-4 METEOR ROUGE-L

Learning to Ask (2017) [25] 26.34 13.76 8.17 5.16 17.79 35.25

Seq2Seq+attn 28.29 15.97 9.72 6.36 16.15 30.02

Vanilla Seq2Seq 25.18 13.92 7.79 3.86 16.16 30.86

T5-small model [15] 28.19 14.77 9.51 6.59 18.16 28.85

TABLE VI
RESULTS (%) WITH OUR APPROACH VS TABLE IV

Model BLEU-1 BLEU-2 BLEU-3 BLEU-4 METEOR ROUGE-L

Seq2Seq+attn 28.09 16.00 9.86 6.30 14.96 31.84

Vanilla Seq2Seq 27.22 15.52 8.63 5.12 14.23 30.16

T5 small model [15] 31.32 17.14 11.51 8.53 18.29 31.02

Seq2Seq+attn + NER 28.68 16.24 9.95 6.87 15.81 31.51

Vanilla Seq2Seq + NER 24.66 14.33 8.96 5.80 14.93 33.07

T5-small model + NER 32.98 18.22 11.89 8.49 18.74 32.16

SGD [43] was used for optimization with a 0.001 learning rate.
We use teacher forcing for training and use the development
set for hyper-parameter tuning and for selecting the best model
based on the lowest model perplexity.

C. Baselines

The following baseline models have been used for compar-
ison with our proposed approach:

• Learning to Ask (2017) [25]: global attention-based
LSTM encoder-decoder model. We got the best result
with paragraph level input and GloVe [44] embedding.

• Seq2Seq + attention [27]: encoder-decoder architecture
with Bahdanau attention [27].

• Vanilla Seq2Seq [26]: basic encoder-decoder architec-
ture. We do not reverse the input to this model.

• Transformer-based model (T5): It is pre-trained on
Colossal Clean Crawled Corpus [15]. We fine-tuned T5-
small model for our task using a privacy policy passage
as input.

D. Evaluation Metrics

All models in this work have been evaluated using package
released by Chen et al. (2015) [45] for calculating ROUGE-
L, METEOR, and BLEU-n scores. A high score indicates a
better quality of the generated question.

V. RESULTS AND DISCUSSION

Tables IV and V present all our baseline models using
greedy and beam search for decoding, respectively. Our goal
was to see how performance (in terms of the evaluation
metrics) varies among sequence-to-sequence and T5. We can
clearly see that in both tables T5 small model gets a higher
METEOR score of 18.29 using greedy search and 18.16 using
beam search. The Rouge-L score for T5 model is quite lower
as compared to sequence-to-sequence models. Attention-based
sequence-to-sequence models give a better ROUGE-L and
BLEU scores. Table VI presents our final results where the
input to the models is a concatenation of the context with the
named entity labels that have been presented in Section III of
this paper. The results show that our provided input produces



an improvement in each of the models, when compared with
their corresponding baselines. The METEOR and ROUGE-
L scores of the T5-small model with labels increase by
2.46 percent and 3.67 percent respectively. Vanilla Seq2Seq
also shows an improvement of 4.9 percent in METEOR and
9.6 percent in ROUGE-L. Seq2Seq+attention also shows an
improvement in METEOR with 5.6 percent increase over the
baseline. However, it fails to beat the baseline score in terms
of ROUGE-L. Additionally, Seq2Seq with attention shows 1
percentage point improvement over the vanilla Seq2Seq in
terms of METEOR and BLEU, when named entity labels are
provided to both. These results give us motivation to seek other
ways of adding more background knowledge to these models
in order to generate better results in terms of these metrics.

VI. CONCLUSION

This research presents the first milestone in our work of
using privacy policy documents to automatically generate
questions with the ultimate aim of building better QA sys-
tems. We compared the performance of sequence-to-sequence
models with that of T5 model, which is a transformer model,
using both decoding mechanisms of greedy and beam search.
We generated our own named entity labels and used them as
additional information to the models. Augmenting the context
with labels gives the results a boost over the baseline models.
In the future, we are interested in exploring more transformer-
based architectures for this domain, and in enhancing the
models by adding more background knowledge to produce
diverse and syntactically and semantically better questions.
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